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 In today's era of technological progress, the electoral system has changed 

significantly with the introduction of electronic voting (e-voting). The 

traditional voting system poses many vulnerabilities to manipulation, 

potential human error, and problems with voter privacy. These limitations can 

lead to reduced trust and participation in elections. E-voting has emerged to 

address this issue, aiming to improve the convenience, security, and privacy 

of voters. E-voting systems are evaluated on accuracy, security, privacy, and 

transparency; however, ensuring voter privacy while maintaining these 

principles remains a significant challenge. A potential solution to improving 

privacy in e-voting is Schorr's zero-knowledge identification protocol. This 

protocol allows voters to confirm their identity without revealing personal 

information, maintaining voter privacy throughout the process. By 

implementing these protocols, the e-voting system can strengthen security and 

privacy, making elections more transparent and trustworthy. As technology 

evolves, adopting solutions like Schorr's zero-knowledge identification 

protocol can help e-voting systems meet the growing demand for safe, fair, 

and private elections. 
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1. INTRODUCTION 

Electronic voting (e-voting) systems are designed to emulate traditional voting processes [1] through 

computerized means, aiming to uphold the integrity of the electoral process alongside other essential attributes. 

However, the increasing interconnection between systems and individuals around the world, as well as the 

widespread cybersecurity problem, are the main obstacles to realizing this vision [2], [3]. The e-voting process 

can be deconstructed similarly to conventional voting process, dividing it into fundamental mechanisms [4]. 

Registration involves adding potential voters to a list of eligible participants. Voter validation is authenticated 

of voters based on their credentials and eligibility. The collection section includes all submitted votes. Tallying 

computes, the accumulated votes. 

Throughout these specifics, particular prerequisites must be maintained for the e-voting system to 

remain valid [4]: accuracy, invulnerability, privacy and verifiability. In contrast, e-voting systems require 

additional and distinct properties due to the characteristics of computer applications [5]–[8], including 

unreusability, completeness, privacy, eligibility, fairness, verifiability and uncoercibility. 

Additionally, e-voting systems must maintain privacy by preserving anonymity and precluding any 

association between a ballot and its caster. Ensuring the security and integrity of e-voting systems is a critical 

challenge that requires carefully balancing various, and at times conflicting, requirements [9], [10]. These 
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systems must maintain voter privacy by preserving anonymity and preventing any link between a ballot and its 

caster [10]–[13]. 

Ensuring fairness, security, and individual privacy in election processes is a delicate and complex 

challenge. Voting systems must uphold fairness by withholding partial election results until the conclusion of 

the voting session to prevent undue influence on subsequent voters [14]. They must also enable verifiability by 

allowing independent verification of the tally's accuracy while safeguarding privacy [15]. Additionally, they 

must maintain uncoercibility by preventing voters from disclosing their vote choices, thereby inhibiting 

potential coercion or vote buying [11]. 

To improve e-voting privacy, techniques like blind signatures and zero-knowledge proof (ZKP) are 

used [5], [16]. Blind signature is a digital signature mechanism used by the applicant to obtain a signature 

without informing information about the actual message where the message is blinded before being signed 

[17]. Although the blind signature system and this purpose protocol involve three entities: the validator, the 

voter or pollster, and the tallier, each of which serves distinct roles [5], [18] .Through the use of a blind 

signature, the validator and pollster exchange information on two separate occasions. While pairing-based 

cryptography is a complex cryptographic technique that enables secure, anonymous communication between 

voters and verifiers [19]. 

An example of a more secure system involves Schorr’s zero-knowledge identification protocol, where 

a voter can prove their identity without revealing any personal information. Unlike previous systems that use 

blind signatures and require two exchanges of information, Schorr’s zero-knowledge identification protocol 

uses a “triple message” exchange (a, c, r), requiring four interactions. This additional exchange enhances 

privacy by ensuring voter identity is protected while still proving eligibility. 

 

 

2. METHOD 

E-voting systems are designed to emulate traditional voting processes through computerized means, 

aiming to uphold the integrity of the electoral process alongside other essential attributes. The e-voting process 

can be deconstructed similarly to conventional voting instances, dividing it into four fundamental mechanisms 

[4]. Registration involves adding potential voters to a list of eligible participants. Validation ensures voters' 

votes are authenticated based on their credentials and eligibility when casting them. The collection aggregates 

all submitted votes. Tallying computes, the accumulated votes. Throughout these operations, specific 

prerequisites must be maintained for the e-voting system to remain valid [4]: 

‒ Accuracy: ensuring the impossibility of vote manipulation. Preventing legal exclusion or illegal inclusion 

of votes in the final tally and detecting and correcting any inaccuracies to achieve a flawless final count. 

‒ Invulnerability: ensuring that votes are cast only by eligible voters. They are restricting each eligible voter 

to a single vote. 

‒ Privacy: precluding the ability to link a vote to its caster. Preventing voters from disclosing their vote 

choices, thus mitigating potential influences such as vote buying or coercion. 

‒ Verifiability: facilitating independent entities to tally all valid votes accurately, allowing voters to verify 

their votes while maintaining privacy. 

In contrast, e-voting systems require additional and distinct properties due to the characteristics of 

computer applications [5]: 

a) Soundness, unreusability, completeness:  

‒ Soundness: ensuring the election cannot be invalidated by any voter, and rectifying any identified 

errors in the final tally.  

‒ Un-reusability: prohibiting voters from casting multiple votes.  

‒ Completeness: guaranteeing the absence of counterfeit votes, withdrawal of verified votes, or 

inclusion of invalid votes in the final tally. 

b) Privacy: preserving anonymity by precluding any association between a ballot and its caster. 

c) Eligibility: allowing all eligible and registered voters to participate in the voting process. 

d) Fairness: withholding partial election results to maintain the secrecy of voted ballots until the conclusion 

of the voting session, thus preventing undue influence on subsequent voters. 

e) Verifiability: enabling independent verification of the tally's accuracy, with the option for voters to verify 

their votes while safeguarding privacy. 

f) Uncoercibility: preventing voters from disclosing their vote choices, thereby inhibiting potential coercion 

or vote buying. 

The concept of securing e-voting using a blind signature was previously developed [16]. This 

approach to e-voting security has also been applied [5] by implementing a blind signature in the Applet system. 

Both methods enable anonymous communication between voters and verifiers without disclosing additional 

information. Compared to this report, their systems excel in terms of security protocol complexity, application 

implementation, and the efficiency of pairing-based cryptography. Although the secure e-voting Applet system 
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(SEAS) system and the protocol in question involve entities such as validator, voter/pollster, and tallier-there 

are notable differences between them [5], [18]. In the blind signature-based system, the validator and pollster 

exchange information twice. Conversely, in this report's system, utilizing ZKP requires four exchanges of 

information. This is because the voter identity verification relies on Schnorr's zero-knowledge identification 

protocol, which involves a triple-message protocol (a, c, r) to confirm voter identity without revealing 

additional information. 

The design of e-voting systems involves a delicate balance between these competing requirements. 

Maintaining voter privacy, for example, can come into tension with the need for verifiability, as revealing the 

full tally of votes could compromise the anonymity of voters, particularly in elections with a small number of 

participants [20] and precluding any association between a ballot and its caster. The system ensure eligibility 

by allowing all eligible and registered voters to participate in the voting process, uphold fairness by withholding 

partial election results until the conclusion of the voting session to prevent undue influence on subsequent 

voters, enable verifiability by allowing independent verification of the tally's accuracy while safeguarding 

privacy, and maintain uncoercibility by preventing voters from disclosing their vote choices. Thus, the potential 

for coercion or vote buying can be inhibited.  

Among the four fundamental properties, basic e-voting systems fail to ensure privacy. The system 

needs to protect the voter's identity, which is associated with a specific vote. To achieve this, the validator must 

offer a mechanism that enables voters to keep their identities hidden [8], [21]. One possible solution is to 

implement Schnorr's zero-knowledge identification protocol. 

Imagine a scenario where voters, when casting a vote, must receive additional information from 

validators. This process starts with voter registration, during which the voter must verify their identity with the 

validator. Once the validator confirms the voter's identity, it validates the vote, allowing the voter to submit it 

to the tallier. It is important to note that Rivest-Shamir-Adleman (RSA) is employed for encryption and 

decryption throughout this process. 

 

Voter 

● Compute 𝑥 ← 𝑙𝑜𝑔𝑔ℎ, where 𝑔 ∈ 𝐺 is a fixed public generator 

● Select 𝑢 ∈𝑅  ℤ𝑛 

● Compute 𝑎 ← 𝑔𝑢 

● Send 𝑎 to the validator 

● Upon receiving 𝑐  

○ Compute 𝑟 ←𝑛  𝑢 + 𝑐𝑥 

○ Compute 𝑣ℎ hidden vote as 𝑣ℎ = 𝐸𝑛𝑐𝑉−𝑃𝐾(𝑣𝑅), where 𝑉 − 𝑃𝐾is the public key of the 

voter,𝑣is the voting information and 𝑅is some random number 

○ Send 𝑟 and 𝑣ℎ vote to the validator 

● Upon receiving 𝐷𝑆𝑉𝑎 

○ Compute 𝑣𝑠 as 𝑣𝑠 ← (𝐷𝑒𝑐𝑉−𝑃𝑟𝐾(𝐷𝑆𝑉𝑎))−𝑅 such that 𝑣𝑠 ← 𝑣𝑉𝑎−𝑃𝑟𝐾𝑚𝑜𝑑 𝑛 

○ Construct the vote as 𝑉𝑜𝑡𝑒 = 𝐸𝑛𝑐𝑇−𝑃𝐾(𝑣, 𝑣𝑠), where 𝑇 − 𝑃𝐾 is the public key of the 

tallier 

○ Send 𝑉𝑜𝑡𝑒 to tallier 

Validator 

● Upon receiving 𝑎  

○ Select 𝑐 ∈𝑅  ℤ𝑛 

○ Send 𝑐 to the voter 

● Upon receiving 𝑟 and 𝑣ℎ 

○ If 𝑔𝑟 = 𝑎ℎ𝑐 

■ Compute 𝐷𝑆𝑉𝑎 using the validator private key, 𝐷𝑆𝑉𝑎 ← 𝐸𝑛𝑐𝑉𝑎−𝑃𝑟𝐾(𝑣ℎ) 

Send 𝐷𝑆𝑉𝑎 to the voter 

 

In the outlined protocol, a voter verifies their identity with the validator. If the validator confirms the 

voter's legitimacy, it signs the concealed vote submitted by the voter. This approach can be further enhanced 

to obscure the voter's identity by employing the OR composition of 1-to-l combinations, where l represents the 

number of voters. 

RSA encryption and decryption techniques are used to generate hidden messages. RSA enables 

mathematical transformations to process the vote, allowing the voter to eliminate any connections between 
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their identity and the voting information. Once the vote is prepared, the voter submits it to the tallier. As the 

complexity of modern voting systems continues to escalate, the need for comprehensive security measures 

becomes paramount. Researchers have proposed various models and attack scenarios to evaluate the resilience 

of such systems, considering the potential corruption and computational capabilities of adversaries. [22]. In 

particular, the voting platforms themselves may be compromised, necessitating solutions that can safeguard 

the privacy and integrity of votes even in the face of such threats. 

 

2.1.  1-to-l combination zero-knowledge solution 

In a group of voters, when verifying eligibility, a voter can demonstrate their membership in the group 

without revealing their identity [23], ensuring anonymity through ZKP. To maintain anonymity, the voter must 

establish their relationship by executing l number of proofs, where one of the 1 of l triple (a, c, r) operations is 

valid, while the remaining l–l operations appear valid. This allows the voter to confirm their identity as one of 

the 1 authorized voter without disclosing their identity to the validator. 

 

Voter 

● Let 𝑥1 be the real secret. Compute 𝑥1 ← 𝑙𝑜𝑔𝑔ℎ1, where 𝑔 ∈ 𝐺 is a fixed public generator 

● Select (𝑢1, (𝑟2, . . . , 𝑟𝑙), (𝑐1, . . . , 𝑐𝑙))  ∈𝑅  ℤ𝑛 

● Compute 𝑎1 ← 𝑔𝑢1 

● For 𝑖 ∈ {2, . . . , 𝑙} 

○ 𝑎𝑖 ← 𝑔𝑟𝑖ℎ1
−𝑐𝑖  

● Send 𝑎 = {𝑎1, . . . , 𝑎𝑙} to the validator 

● Upon receiving 𝑐  

○ Compute 𝑐1 ← 𝑐 − (∑𝑙
𝑖=2 𝑐𝑖) 

○ Compute 𝑟1  ←  𝑢1 + 𝑐1𝑥1 

○ Compute 𝑣ℎ hidden vote as 𝑣ℎ = 𝐸𝑛𝑐𝑉−𝑃𝐾(𝑣𝑅), where 𝑉 − 𝑃𝐾is the public key of the 

voter,𝑣is the voting information and 𝑅is some random number 

○ Send ((𝑐1, 𝑟1), . . . , (𝑐𝑙 , 𝑟𝑙)) and 𝑣ℎ vote to the validator 

● Upon receiving 𝐷𝑆𝑉𝑎 

○ Compute 𝑣𝑠 as 𝑣𝑠 ← (𝐷𝑒𝑐𝑉−𝑃𝑟𝐾(𝐷𝑆𝑉𝑎))−𝑅 such that 𝑣𝑠 ← 𝑣𝑉𝑎−𝑃𝑟𝐾𝑚𝑜𝑑 𝑛 

○ Construct the vote as 𝑉𝑜𝑡𝑒 ← 𝐸𝑛𝑐𝑇−𝑃𝐾(𝑣, 𝑣𝑠), where 𝑇 − 𝑃𝐾 is the public key of the 

tallier 

○ Send 𝑉𝑜𝑡𝑒 to tallier 

Validator 

● Upon receiving 𝑎  

○ Select 𝑐 ∈𝑅  ℤ𝑛 

○ Send 𝑐 to the voter 

● Upon receiving ((𝑐1, 𝑟1), . . . , (𝑐𝑙 , 𝑟𝑙)) and 𝑣ℎ 

○ If 𝑐 = ∑𝑙
𝑖=1 𝑐𝑖 

■ For 𝑖 ∈ {1, . . . , 𝑙} 

● If 𝑔𝑟𝑖 = 𝑎𝑖ℎ𝑖
𝑐𝑖  

○ Compute 𝐷𝑆𝑉𝑎 using the validator private key, 𝐷𝑆𝑉𝑎 ←

𝐸𝑛𝑐𝑉𝑎−𝑃𝑟𝐾(𝑣ℎ) 

○ Send 𝐷𝑆𝑉𝑎 to the voter 

Exit (only requires one relation to be true) 

 

 

3. RESULTS AND DISCUSSION 

A straightforward and intuitive Python code has been used to demonstrate the 'proof of concept' for 

the proposed functionality of this protocol. The code focuses on illustrating how the 1 in l zero-knowledge 

solution, as outlined in this paper, works, using Schnorr's ID as the core principle. The code simulates the 

calculations and validations expected from the voter and validator entities, but it does not handle values in the 

typical transactional manner. It uses standard cryptographic libraries available in Python to implement RSA 

encryption and decryption of votes, as well as the signing and verification of signatures to authenticate the 

Validator. A sample output from the program is shown in Figure 1. 
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3.1.  Efficiency evaluation 

For the practical application of the comprehensive library for this e-voting system, the zero-

knowledge proof description language (ZKPDL) is the ideal framework. The framework efficiently integrates 

cryptographic and software components in the implementation while supporting verifiable encryption and other 

computational optimizations [24]. Integrating the ZKPDL compiler would enable the full recreation of the 

protocol. However, since only a single functionality needed to be evaluated in the implementation, this 

framework was deemed unnecessary for the scope of the project. 

When evaluating the computation times for different numbers of users in the voting system, it was 

observed that the program's compilation time increased incrementally. Analysing the code and the loops within 

the execution process suggests that the time complexity is O(l), where 𝑙 represents the number of voters in the 

system. This means that the protocol's execution time would scale in proportion to the value of l. 

 

3.2.  Security evaluation 

3.2.1. Accuracy 

To maintain the integrity of voting information, including voter IDs and unique government 

credentials sent over the network for data validation in databases, it must be protected from corruption. In 

addition, the selector's device is at risk of being infected with malware or malicious software that goes 

undetected. These malware scripts, or the process of sending information over a network, can open the system 

up to threats such as man-in-the-middle attacks, eavesdropping, and malware attacks, where attackers can 

manipulate, steal, or exploit data by intercepting network traffic. To protect e-voting systems from such threats, 

data is sent in an encrypted format, equipped with digital signatures, and secured using message authentication 

protocols [25]. The RSA encryption/decryption algorithm is used, while digital signatures ensure that 

information sent over the network is encrypted with the voter's public key, which can only be decrypted with 

the corresponding private key. 

‒ Replay attack: this type of attack occurs when sensitive messages or information sent between the sender 

and receiver are intercepted. Then, the captured data is sent back to the network by posing as a legitimate 

node for malicious purposes. The proposed ZKP protocol for the e-voting system helps reduce the risk of 

such attacks by implementing several random challenge questions. The attacker cannot capture the data 

successfully, as they are unable to provide correct answers to all the challenge questions. Consequently, 

the authentication process fails, preventing the attack. 

‒ Man-in-the-middle attack: in this attack, an attacker intercepts and establishes connections between the 

prover and verifier to alter and forward the data between them. According to our ZKP protocol model, the 

attacker would be unable to establish such connections, as they will not gain any information about the 

legitimate node's private key from the communication between the prover and verifier. 
 

 

 
 

Figure 1. Sample output program 
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3.2.2. Invulnerability 

This property can be ensured as follows: 

‒ Clone attack: a clone attack occurs when a legitimate node or voter is duplicated, creating counterfeit 

cryptographic information. One method involves cloning the node with a different node ID but the same 

cryptographic data as the original node. In this situation, the ZKP authentication process will fail and 

prevent the continuation of data transfer because the base station cannot validate the cloned node ID due 

to a mismatch with the private key. Alternatively, other methods may use valid node IDs but with different 

cryptographic information, such as unequal private keys. However, ZKP authentication will still fail, 

stopping data transfer between nodes, as the cloned node ID and private key cannot be verified by the base 

station. As a result, any unauthorized individual would be unable to convince the verifier that they are the 

legitimate node [26]. 

‒ Interleaving attack: in this attack, an adversary attempts to predict the network pattern and engage with 

the legitimate voter using previously collected protocol information. The ZKP model’s high complexity 

significantly reduces or eliminates the likelihood of an attacker gathering such protocol details. Even if an 

attacker manages to obtain this information, they would still be unable to predict the challenge questions, 

as these are randomly generated by the verifier for each round [4]. 

 

3.2.3. Privacy 

Privacy is guaranteed through the implementation of Schnorr's zero-knowledge identification protocol. 

Ballots are encrypted using the public key of the back-end system, so voter anonymity is maintained, with only 

the appropriate private key being able to decrypt it. One of these threats to privacy is a secrecy attack, where 

perpetrators pose as verifiers to steal sensitive information from trusted parties. To address the threat, the 

proposed ZKP protocol implements two-way authentication, ensuring that the base station first authenticates the 

verifier before gaining access to personal information in the process of proving [4]. 

 

3.2.4. Verifiability 

Voters can be verified using a receipt or message confirmation. Additionally, encrypted ballots can 

be accessed, allowing each voter to check the presence of their ballot. By utilizing the ZKP protocol, voter 

eligibility can be verified, ensuring that each voter casts only one vote in each election through a challenge and 

response mechanism [25]. 

 

 

4. CONCLUSION 

Although Schnorr's zero-knowledge identification protocol is designed to ensure voter anonymity, 

securing the exchange of information between voters and verifiers should be a primary concern when designing 

this system. As a solution, implementing the Diffie–Hellman key exchange could enhance security during 

information exchange between the two parties. Additionally, since this protocol prioritizes voter anonymity, 

other aspects of the system, such as vote tallying, have been overlooked. For instance, the system does not 

include a method for counting votes. Therefore, another protocol is needed to utilize homomorphic encryption 

to verify the tally. Another aspect to consider is that this protocol is a basic application, offering only four 

properties: accuracy, invulnerability, privacy, and verifiability. E-voting, however, is a more complex 

application that emphasizes high security to protect the system and minimize inaccuracies in vote counting. 

Additionally, since this system involves four exchanges of information for assessment, it takes more time to 

complete the process. In contrast, a blind signature is more efficient, requiring only two information exchanges, 

thus saving time. 

 

 

5. FUTURE WORKS 

The proposed e-voting system offers significant security features, yet further advancements are 

essential to tackle additional complexities and elevate security measures comprehensively. The system aims to 

improve voter privacy and security by allowing voters to confirm their identities without revealing additional 

information, thus protecting their privacy during the voting process. However, ongoing improvements are 

necessary to ensure the system effectively addresses potential vulnerabilities and maintains the principles of 

accuracy, vulnerability, privacy, and verifiability in the voting process. Future work will focus on incorporating 

advanced cryptographic techniques, strengthening authentication protocols, and expanding the system's 

robustness against emerging security challenges, ensuring it is both reliable and resilient in real-world 

applications. 
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